OPSWAT.

Trust no file. Trust no device.



Implementing Zero Trust Secure Access
for Work from Home

George Chereches — Presales Engineer Matt Boksa- Senior Presale Enginner



Protecting the World's Critical

Infrastructure

e \\\ b

Q\ \k\.
\ AR
::% LY
24/7  Support \ A

\ %\\\\\ &\3 :;

/)

//



Agenda

Preparing for Work from Home

© 2002 — 2020 OPSWAT, Inc. All rights reserved.



Implementing Work from
Home (WFH)

In today’s environment, work from home is a critical
reality. How can you implement quickly, safely and
productively?

* Make sure everyone has technology and resources
required to be productive.

* Ensure sufficient bandwidth
* Enable virtual collaboration
* Berealistic about the human impact

* Implement Secure Access
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WFH Secure Access
Concerns:

Threat actors are taking advantage of this situation,
causing more risks.

* the Department of Homeland Security's cyber
agency issued an Alert pointing to specific cyber
vulnerabilities around working from home versus
the office

* (SO Online Six ways Attackers are Exploiting the
CovID-19 Crisis focuses primarily on issues related
to Work from Home

*  What makes WFH so much more vulnerable to
these attacks?
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https://www.us-cert.gov/ncas/alerts/aa20-073a
https://www.csoonline.com/article/3532825/6-ways-attackers-are-exploiting-the-covid-19-crisis.html

WFH Vulnerabilities
Result From:

* Opening additional applications up for remote
access

* Opening the network to more users via a VPN

* Having more workers using insecure home or
public Wi-Fi

* Lack of visibility into application & cloud access
remotely

* Permitting use of personal devices/BYOD from
home

* Compliance sensitive data moved outside the
perimeter

* New Approaches are required!
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How OPSWAT Can Help:

* End-point security — checked before connecting
*  Wi-Fi —ensuring the connection is encrypted
* Secure Virtual Desktop — keeping data on-prem

* Application exposure — limiting access and
visibility

* Device Security Compliance —ensuring encryption
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Secure WFH- MetaAccess Capabilities & Features

Ensure security applications are installed and Detect malware infection using multiple anti-
configured malwares
* Ensure devices encrypted, password protected * Report repeated threats
* Remove, updates software & components * Block and scan portable media content
Vulnerabilities Access Control
Detect application, lIoT and firmware NAC/ VPN Integration

vulnerabilities * VDI Integration

* Report OS missing patches *  SDP Integration

* CVE prioritization +  Single sign-on (SAML) device access
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SOLUTIONS FOR SECURE ACCESS

Concept Diagram
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Device Zero Trust- SAML Integration

How does SAML SSO work with Cloud Access Control?
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Device At Risk
IVI e t a A C C e S S Your device has some security issues.

Hostname: DESKTOP-12JJG0Q Device 10: 2dabeb1271bdcTchbbbfE9s. .

Remediation Page

Your device doesn't meet your organization's security reguirements.

Block and recommend (Save IT time)

We recommend that you review the issues below and fix them immediately.

1 issue(s) found and waiting to be resolved:

None of your anti-malware product(s) are configured correctly ~

What went wrong?
Your anti-malware is not providing full protection for your device.

Windows Defender
» Mo successful scan recently
Why does it matter?
There are thousands of new kinds of malware everyday. Your anti-malware needs to

« have up-to-date virus definitions to identify the latest malware.
« have real-time protection enabled to continually monitor your device for suspicious behavior.
« scan your device frequently in order to effectively identify potential infections.

How do | fix this?
Update configuration at least one your anti-malware properly to keep your device secure.

Please click here for further instructions.

Learn more about OPSVWAT MetaAccess Powered by O P S WAT.
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Device Zero Trust- VMWare Integration

OPSWAT.

81 Device status g3 Device policy check with
device ID/MAC address

84 Authenticated users with

82 DevicelD compliant devices only
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WFH- Regain Confidence for Compliance
HIPAA, PCI DSS, SOX, FINRA and Many More
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Zero Trust Network Access

SafeConnect Software-Defined Perimeter (SDP)

eyt . Trust Broker ;‘i Policy Madel
¢ Traditionally, threat actors had a wide attack — |
surface through a firewall VPN or LAN A ™)) Identity Access
i -7 %(\_—;';Lj, Management
connection > TS
. 7 )| CA-PKI
* Zero trustis layered on through a DENY ALL, g . "
Access Gateway in front of applications i’ /2 SIEMIDS/ATP ITSM
* A Trust Broker (controller) acts as an ‘ | ” — |
intermediary clints ]
* Before Clients connect to applications, trust ! g —
policies are checked \ =
T - — =
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Use cases for SDP OPSWAT

Zero Trust Network Access
Welcome to SafeConnect SDP!

Try for free Create an account to receive your no-obligation
[ ] -
NeXt gen VPN 60-Day Trial Subscription!

« Unlimited number of applications
« Five concurrent sessions
« Cloud hosted gateway [only]

* Device compliance and security - No credit card required

Experience a new approach to protecting your
applications and data

¢ MUlt| ClOUd appllcatlon SeCUfIty Cloud hosted, wizard-based administration. Easy to

install client app.

Zero-trust approach to remote access. More secure

¢ Un|f|ed, |mproved V|S|b|l|ty ﬂ than legacy VPNs.

U Consistent approach for users to access applications
securely on-premise or remote.

« Third party access, enabling collaboration

Learn how to better protect your data»
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New Approach: Zero Trust Network Access

SafeConnect Software-Defined Perimeter (SDP)

Securely expose applications for remote use —

— . _ _ YPSWAT
*  Applications invisible — No access until authorized OPSWAT

*  Prevents the most common attacks like DDoS Welcome to SafeConnect SDP!
"+ Perimeterofone |everaging PKl, mTLS, tunnels Try for free Create an account to receive your no-obligation

60-Day Trial Subscription!
Visibility and Control - local or remote

» Unlimited number of applications
» Five concurrent sessions

 Deep end point security and compliance e ey o

* Consistent application of access policies Experience a new approach to protecting your
applications and data

* Same user experience

’g Cloud hosted, wizard-based administration. Easy to
install client app.

VPN Alternative -

B Zero-trust approach to remote access. More secure
. d | | than legacy VPNs.
* Easier to deploy, scale
p y’ U Consistent approach for users to access applications
securely on-premise or remote.

* Easer, modern Mmanagement

* More secure Learn how to better protect your data»

OPSWAT

© 2002 — 2020 OPSWAT, Inc. All rights reserved.



Zero Trust Network Access
Why Traditional VPNs are not Sufficient

o% SHooan [

* SDP not exposed for attack on the internet

Explore Pricing Enterprise Access Login or Register

#% Exploits #, Maps +, Images

* SDP automatically/easily:

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor
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The OPSWAT Advantage: Total Device
Security From Anywhere To Anywhere

* Strong network user and device identity
* Visibility and control on-prem and cloud

* Granular policy enforcement with self-
remediation

*  Secures Wi-fi
* Least privileged access to applications
*  Compliance on end-points

* Positive, consistent user experience
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Other Solutions We Offer

Cross-Domain Solutions @ Malware Analysis

File Upload Security Email Security

Secure Device Access Network Access Control
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