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DB'R s Initial access MITRE | ATT&CK

Use of stolen creds

2023 DataBreach
Investigations Report _ 86% of the breaches, as you can

see in Figure 39, involve the Use of
it stolen credentials. And where better Reconnaissance Resource Initial Access
to use those credentials than against Devel opment
the various web servers that contain : ;
our sensitive information? The other 10 techniques 5
major part of the puzzle within this :
pattern is the use of exploits. This
is where attackers have an exploit
and the victims just happen to have a
vulnerability (handy for the criminal).
This typically occurs in only about
10% of the dataset, and while that
may sound like an insignificant : ’
number of breaches, unpatched niormmatio Accounts
vulnerabilities are still the bread and
butter for many attackers, with 50% Gather Victin Compromise
of organizations experiencing over 39 Net Infrastructure
Web application attacks this year.3? ¢

9 techniques

Compromise

verizon

Largest Study of its Kind Shows Outdated
Password Practices are Widespread

FRIDAY, NOVEMBER 17, 2023 % JOHN POPHAM
SCHOOL OF CYBERSECURITY AND PRIVACY

More than half of the websites in the study accepted passwords with six characters or less, with 75%
failing to require the recommended eight-character minimum. Around 12% of had no length
requirements, and 30% did not support spaces or special characters.

Only 28% of the websites studied enforced a password block list, which means thousands of sites are
vulnerable to cyber criminals who might try to use common passwords to break into a user’s account,
also known as a password spraying attack.




REPORT FRAUD, WASTE, and ABUSE

OFFICE OF
INSPECTOR GENERAL [ ]

U.S. DEPARTMENT OF THE INTERIOR

COMPLAINTS & REQUESTS v REPORTS ISSUE AREAS NEWS v CONTACT US

P@sSwoOrds at the U.S. Department of the Interior: Easily Cracked

Passwords, Lack of Multifactor Authentication, and Other Failures
Put Critical DOI Systems at Risk

What We Found

dentials

We found that the Department’s management practices and password complexity requirements
were not sufficient to prevent potential unauthorized access to its systems and data. Over the
course of our inspection, we cracked 18,174 of 85,944—or 21 percent of active user passwords,
including 288 accounts with elevated privileges and 362 accounts of senior U.S. Government
employees.
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Jogszabalyi megfeleles Scirge-el

El6ado: Toth Adam

Informacidbiztonsagi tanacsado, filter:max Kift.
Elektronikus informaciobiztonsagi vezet6

GRC terulet szakértdje






MNB-ajanlasok (8/2020)
= Hozzaférési rend kialakitasa
= Felhasznaldi adminisztracio



entikacio
torizacio
Cio, nyilvantartas
aloi tudatossag



Z0 policy

elszavak ellenorzése

3sek kikeényszeritése
ralasztasanak tamegatasa

Jelsz6 komplexitas és minoség ellendrzése,

Tetszbleges jelsz6 komplexitasi szabalyok elbirasa
Ismert, ellopott, vagy ujra felhasznalt jelszavak felderitése.



szerek hasznalata
ges elvek, osszeférhetetlenségek

Policy alapu monitorozas/blokkolas vallalati online regisztraciok
létrehozasara és felhasznalasara.



)k nyilvantartasa

Alkalmazasonként és felhasznalonként készitett leltar a
jogosultsagokrol és azok felhasznalasarol
Teljeskord, felhasznalonkénti leltar a kiilso szolgaltatasokrol és
abban hasznalt hozzaférésekrol



latossagi képzések
lati feladatok

Felhasznalok értesitése a gyenge jelszavakrol vagy problémas
accountokrol.
Egyedileg testre szabhato felhasznaldi tudatossagi lizenetek
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Koszonom a figyelmet!
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filtermax.hu

DA info@filtermax.hu

.  +36 205200967






